Federated, open source, and secure communications with XMPP

Polarian (George Timms) <polarian@polarian.dev>
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» eXtensible Messaging and Presence Protocol (XMPP)

» Federated protocol to exchange data via XML (No central server)
» Standardised by IETF (RFC 3920 and RFC 3921) since 2004!

» Extensible protocol, extensions standardised by XSF

» Supports Linux, BSD, MacOS, Windows, Android and iOS

» Lightweight and efficient, scalable!

» Supports End to End Encryption (OMEMO)
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Why use XMPP?

» Open standard, anyone can implement it without fear of lawsuit

» Open source, a large amount of XMPP software is FOSS

» No vendor lock-in, clients and providers can be swapped out as needed.
» Global, no single jurisdiction.

» Diverse software and provider ecosystem.

» Self-hostable, take control of your own messages.



How to get started?

» Pick a client, some examples:

Android: Conversations (free on play store, fdroid preferred)
I0S: Monal IM (free on App Store)

Windows: Gajim (free on Microsoft store)

MacOS: Monal IM/Gajim

Linux/BSD: Dino/Gajim

» Pick a provider

» Chat!



XMPP Providers

providers.xmpp. net



XMPP at OmniOpenCon

» Stand: Next to registration desk
» MUC: omniopencon@muc.mohrie.net
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Providers

» bastos.cc (DE) - Thanks to Edward
» nucile.ro (RO) - Thanks to Para

» Both maintained by Romanians!

» Come to stand for invites!



Sponsors

» XMPP Standards Foundation (XSF) - Stickers and Leaflets
» Cheogram - Stickers
» Monal IM - Stickers



Thanks to

» Volunteers - Edward, Para, Rares and Nico

» OmniOpenCon - Hosting our stand
» XSF - Communications and outreach for the stand/conference



and finally...



Thank you all for attending my talk!
(and the amazing discussions at the stand)



Contact

Email: polarian@polarian.dev
XMPP: polarian@icebound.dev
Website: https://polarian.dev



